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Support Public CA and Active
irectory Certificate Services

» ABOUT FORNETIX

Fornetix, a pioneer in encryption key
management, understands that
securing data in today’s complex
environment can seem like an
impossible task. VaultCore by
Fornetix is a patented solution
designed to simplify the encryption
key management process across the
entire enterprise. VaultCore provides
a centralized system to automate the
full key lifecycle and enable
compliance policy enforcement.
Scalable to over 100 million keys for
data storage environments including
multi-cloud and hyperconverged
infrastructures, VaultCore allows you
to leverage existing technology
investments and take complete
ownership of your keys ensuring that
critical data is safeguarded no
matter where it resides.
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Solutions for PKI and Certificate
Management with VaultCore

OVERVIEW

Considering the complexity of PKI infrastructure, the benefit of trust provided by
PKI is balanced with the difficulty of key and certificate management.

Fornetix bridges the gap with Windows and Linux Orchestrators which provide
integration with Local Certificate Services for Windows and Linux Environments.

With the PKI Orchestration Gateway, Fornetix provides a standards-based plugin
framework that integrates with VaultCore to provide "out of the box" Integration
with Third Party Certificate Authorities such as DigiCert, GlobalSign, PrimeKey and
Active Directory Certificate Services.

HOW IT WORKS

The combination of Orchestrators and PKI Orchestration Gateway extend the
VaultCore platform enabling consistent control for PKI across the enterprise by
providing the following:

*  PKIl Orchestration Gateway obfuscates vendor-specific APIs for
Certificate Authorities

*  Windows and Linux Orchestrators allow VaultCore to push
certificates and support instructions to local certificate storage

*  KMIP clients can pull certificates and key material from the
VaultCore appliance

* VaultCore compositions provide a consistent approach to key
lifecycle management and Certificate Authority integration

* VaultCore appliance can generate key material associated
with the certificate

* Key Lifecycle and composition execution is logged by the
VaultCore appliance and made available to SIEMs via Syslog

ORCHESTRATION IN THE REAL WORLD

As an example of this multi-tiered configuration, let’s look at the
timing associated with renewing certificates and key pairs:

Certificate Renewal Automated Process

“Worst Case” “Best Case” VaultCore
Manual Semi-Automated Powered

Renew Certificate

for Single 2 Hours 2 Hours 10 Minutes
Webserver

Renew Certificate =

for 100 Webservers 2 Days 8 Hours 15 Minutes
Renew Certificate

for 10,000 200 Days 33 Days 25 Minutes
Webservers
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Product Requirements

Orchestration Gateway /
Windows Orchestrator
¢  Windows Server 2012 r2, 2016, 2019
*  Memory - 512 MB
¢ Disk Space — 250 MB Minimum
(1 GB Recommended)

Linux Orchestrator

* RHEL/Centos 6,7, 8

¢ Debian 9.5 - Ape

*  Memory - 512 MB

¢ Disk Space — 25 MB Minimum
(50 MB Recommended)
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