ArcSight + VaultCore
Solution Brief

Arcslgh.r%: THE SOLUTION

Fornetix VaultCore offers a seamless collaboration with Micro Focus ArcSight to incorporate
log material relating to key management operations into a broader security monitoring strategy.

Fornetix VaultCore integrates with Micro Focus ArcSight's Security Information and Event
Management (SIEM) system by providing operational logs from its key management
ecosystem to the SIEM. These logs represent critical touchpoints in the security of an

» HIGHLIGHT organization’s encrypted data and the management of the corresponding keys.

Using the Common Event Format (CEF) ensures compliance with industry standards for
Fornetix® VaultCore™ encryption increased interoperability with other systems on your network. Utilizing ArcSight SIEM for log
key management integrates management allows organizations to have a centralized and consolidated dashboard to

with Micro Focus® ArcSight™ monitor logs from applications across the network for more efficient monitoring and detection
security information and event capabilities. With this dynamic integration, you will have the ability to rapidly correlate security
management. events, detect anomalies across systems, and develop actionable information to mitigate threats.

By introducing VaultCore to your SIEM strategy, you can incorporate logs from a centralized key
manager to monitor who is accessing and altering encryption and key management programs.
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